Implementing Process Change Control

This is the fourth in a series of articles on how Rational Collaborative Lifecycle Management (CLM)
solutions support software development compliance.

A highly configurable process provides great flexibility for a team. However, in a regulated environment,
you must ensure that the internal controls for IT governance implemented in the process are enforced
and cannot be circumvented. Therefore, changes to certain parts of the process specification must be
more highly controlled. This article will show how project areas, permissions, and a custom work item
type can be leveraged to provide the control required while not overly-restricting the flexibility teams
need.

In this article we will demonstrate

« how a shared process configuration is used for controlling parts of the process
configuration across an organization

« how to use a custom work item type for capturing and approving process changes

« the process change history recorded by Team Concert

Managing a Controlled Shared Process

Consider this description of a shared process configuration from Team Concert help: “After you create a
project area, you can make its process available to other project areas. By sharing a project area
process, you ensure that all project areas across your organization use the same process. You also
centralize process maintenance.”

In this example, we have created a project area that provides a shared process configuration used by
projects across the organization. We’'ll look at how the parts of the process configuration are locked
down so that it cannot be changed or overridden by the project areas that are using the process. Then
we’ll make a change to the shared process and see how it is reflected in the using project area. Lastly,
we will try to make a change to a process area that is using the shared process and experience how that
change is prevented.

We started with the Money That Matters sample project and created a Project Area called JKE
Enterprise Shared Process Project using the Money That Matters process template.
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On the Overview tab note the option that allows other project areas to use the shared process.

® JKE Enterprise Shared Process Project

Overview Timelines Roles Permissions Access Control Releases Categories

Social Metwork

Details Preview Te
Jurmmary: This is an example project area that will be uzed to manage the governed parts ofthe process.
Description:

Process

Money that Matters Sample Process

This process is only used far the Money that Matters sample and should not be used for narmal projects. ltis
derived from the Scrum process.

Process Sharing

Roles, permissions, preconditions and configuration data can be shared between project areas. A project area can
choose to provide this infarmation, consume this infarmation, ar not padicipate in sharing.

" Do not share this project area's process
Allow other project areas to use this project area's process
lze the process from another project area for this project area

Members Add...
e, -,..-o-—m-‘ e o Y '.‘wq..-q__ J“'« »MW-.H‘J"*”

On the Work Items tab, we selected the option called “Final (ignore customization of this
data in child project areas)”.

This option prevents addition to or changes to the work item types and attributes in the projects
that are using the shared process.
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In this example, we have also designated Editor Presentations and Workflows as Final. But
Enumerations are not “locked down” with this designation. This is a fairly large-grained level at
which this option is selected, and therefore not ideal. At the end of the article, we point you to
some work items in the Rational Team Concert project that you can review to see the status of
relevant enhancements.

Now we will add a simple new work item type to the shared process project to see how it is
cascaded to the projects using the shared process.

On the Types and Attributes tab, we Add a new work item type.

es and Attributes Types and Attributes ¥/ Final (ion oy

merations Define work item types, their attributes, and associate workflows and editor presentr

ar Presentations Chooge the Work ltem Type to edit: 4

Defect =1 Add. Remaove

P | ) = | I :

hnge Manage Sdd lvug = *

Hing
ID:* |specialTask -
Marne: * |Special Task :
Type Categary:

& add a new type category
|spacialTask
" Choose an existing type category

| com.ibm team warkitern workitem Type ¥ Dm.ihm.tef
orn.ibm.tel,

om.ibm.teak

Wiarkfl oo | Cefect Workflow =]
p— ‘"r\ ‘t'. MJ“*«,.’ - ___’-"""'-#J‘H—-h‘.-‘* i
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We save the project area and refresh.

Shared Process Project * B8 Explore Project o [ Save

Worlk ltems

Types and W Final {ignore customization of this data in child project areas)

Enumerations Aftributes
Editor Presentations Define work iterm types, their attributes, and associate workflows and editor
Workflows presentations.
Change Managerment Type Choose the YWork lterm Type to edit:
Binding specialTask x| Add | Refmove |
Details
Marme: * |speciaITask Icon: 1 Edit. |
10 specialTask
Type )
Catagory: specialTask
Alias: |
Work ltem Editar | cam.ibm.team.warkitern. > |

Workflow:

Attributes

i . 3 Add...
Build Tracking YWorkflow

o Save |

Refresh

g

Now we are ready to go look at the project area for a team that is using this process.



We select Active Project Areas on the left side and choose JKE Banking Change Management.
In this rich hover, we see that this project area uses the shared process.

Froject Area Administration

Active Project Areas

Active Project Areas o

the table below.

Mame

JKE Banking (Change Managemant)

» Did you want to create a Project Area gy JKE Banking (Change Management)

Project Timeline
Main Development

Current eration
development

JKE Enterprize Shared Process Proje

Process Provider
JKE Enterprise Shared Process Project

Frocess Engineering Team Project (CF
Management)

Template
Money that Matters Sample Process

Associations

[ Provides Defects to JKE Banking (Quality Managernent)

{73 Provides Implementation Requests to JKE Banking
(Reguirements)

E:_‘ Provides Quality Management Tasks to JKE Banking (Quality
Management)

E:J Pravides Requirements Change Requests to JKE Banking
(Reguirements)

Members (9 A, B, B D,M, R, 5 T¢

Archived Project Areas Usze this intetface to create and update project areas. To create a new praject area, click the "Create Praject Area” link. Ta edit

b=

and deli

e gove

manag

On the overview tab, we can also see indication of the use of the shared process.
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Active Project Areas =

@ JKE Banking (Change

Management) '

Overview Tirnelines Roles Perrmigsions Arcess Control
Wiark lterms FProcess Description Social Metwark
Details it Teamﬂ)
Summany: JKE Banking {Change Management) @ i
Description:  The purpose ofthis project is to coardinate the
development and delivery of JkE Banking applications.
M

Process (i A&

Money that Matters Sample Process

This process is only used for the Maoney that Matters sample and should
not be used for normal projects. It is derived from the Scrum process.

Process Sharing

hetiween project areas. A project area can choose to provide this
inforrmation, consume this information, ar not padicipate in sharing.

" Do not share this project area's process
= Allowy other project areas to use this project area's process
¥ se the process from another project area for this project area

Froject Area: JKE Enterprise Shared Frocess Froject | Change.. |
A M‘“‘\ *"*M’mﬂ .—-—r""‘“

Now when we open the project we can create a new work item of the added type.

Raoles, permissions, preconditions and configuration data can he shared ]

s

Wark tems = :
Special Task <15:13:38> oo@ | g [ canel
Surmmary: | Uninitialized  ~| E
¢
: _ _ 4
Overview Links Approvals Histary '
Details Quick Informati
Type: Special Task j Prriarity: [ | Unassignad j Mo Links. J
Filed Against: UUnassigned j «= Planned For: Una35|gned j i
Severity, | Mormal x| Estimate:
P RN __.E.-ﬂw* P Y Ly

Now we will attempt to change the process in a project area where it is not allowed

Logged in as a user with privileges to manage this project area’s process, we are managing the
JKE Banking (Change Management) Project Area.

On the Work Items tab, we see a warning about the shared configuration.



i& Application Administration - Change and Configuration Management (fccm)  Marco 738

jeck Areas Templates  Access Groups

Thiz project area is part of & Lifecycle Project: Money that Matters Sample @

Active Project Areas =

=" : € ; o e
28 JKE Banking (Change Management) 58 Explore Project o [
e Work ltems
Timelines P ) ) )
i 8% This configuration data comes from the process defined in another project
Roles Enumerations area, JKE Enterprise Shared Process Project. Since itis marked as final,
Fermissions Editor Presentations customization ofthis data will be ignored.
Iteration Types Warkilows Types and Attributes
Access Contral Change Management Type Define wark item types, their attributes, and associate workflows and editor
- Binding presentations.
Frocess Description
Feleases This configuration data comes frarm the process defined in another project ares
. JKE Enterprise Shared Process Project. Ifyou customize this configuration dats
Categories this project area will no longer inherit changes to the data in JKE Enterprise
Mail Templates Shared Process Project.
. Work ltems Customize this Configuration Data

Note that if you are using the Eclipse client and modifying the process for a project area that
uses a shared process, you will not see this warning. You will be able to make changes and save
the configuration, but the changes will be ignored.

Now, back to managing the project in the web client. We select the link for “Customize this
Configuration Data”, select the new task type called Special Task that we created earlier, and
choose Remove.

"
Types and Attributes ¥l Final fignore customization of this data in chilu%_,
Define wark item types, their attributes, and associate warkflows and editor presentations. '*
Choose the Wark tern Type to edit: d
ESpecial Task v| add. | Remove :
Details r
Mame: * [Special Task lcon: |7 Edit. | ;

specialTask

10 i
e g up I AR IS et s pprcsact o B g

We save the project configuration and see a message that the project area was saved.

Active Project Areaz =

@ Froject area saved successiully.

& JKE Banking (Change Management)
*-"w »- --W#ﬂ*’*a
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Yet when we back to Customize this Configuration Data, the work item type called Special Task
is still there. So our changes were ignored.

Using a Process Change Authorization Task

In this example we show how you can manage change control over the shared process configuration.
We use a custom work item type called a Process Change Authorization to capture a proposed change.
Then we show how only a Change Control Board member can approve the process change.

We find that teams responsible for the process configuration and tool configuration in an organization
can benefit greatly from the use of the CLM tools for their own work. In fact, this provides a much higher
guality of support to people who are using the process and tools because the process & tools team
members are also users of the work they are supporting.

Here we see an example Project area established for the Process Engineering Team.

& Process Engineering Team Project (Change
Management)

Frocess Prosader
JIKE Enaprise Bnamd Process Projecs

All Projects

Tempimp

Untordgured Procass
Associations

&, Proveces Detects tn |
Wahsget

My Pro l; Promsss Implemeantaion Reguests 10

Gy Frowdes Guatty Management Tasks to F

JKE Enterprise Shared Process Project

This 15 a0 exarmgde progect srea hat wil e usad o manage 12 governe 4 Prowdes Requrements Change Raquesss 1o

Pl YW, & PN W

: Enaineerinag Team Prolect (Chat
o £ NQINEEing 1eam Frojecl (G,  wembers (4) 6,

This project area Is used by the process engingenng %am % manago ¢

Ay SOit s
1 ProMaes Defacts to Eng
ality Manapement Tasks 1o ¢

e

mgdemerdstion Requests 1
W Provess Requraments Change Requadts 1o

Pr

‘h'\.: 2 ‘w D il S SR N o " 'o-‘ ot G s el "””‘)

The Process Change Authorization is a custom work item type created from the Adoption Item
work item type in the Scrum process template, so it has a simple state model.



s

——> Proposed ————

Approve
Approved

Complete Reject

Reopen

Completed

We create a new Process Change Authorization as shown here:

N
i Process Change Authorization <10:02:20> * Lom | G & [censi| Sae ’
Surnmary * Create Work item Tempiate for ﬁaquuorrom: fvollnctmn Approvad *— Lifitisiasy _'l f ]
CrRmview ks Approvet History
Dolatts Ousck Informatian

e #i | Process Change Authoriz =] Tags

—
<
<

Impact Woderate =l f
Impached Etement = |NawWork Bem Temalate | Fianned For Unassignea =l
Fed Aguinat + = Workltem Charges ®] 3 DueDate 0]

wiad 8 —.‘pem _vj
Dascophon
Okl Value Edit
Not appicatile. f
Newe Vakie Praview )
H|& 5B I |8

Work hem terrplate with Requiremeras Quallly Checiist included (see imamal BAweb site)| e

\.

When we save the PCA it is in the Proposed state. Because Pete is not assigned the role of
Change Control Board, he cannot approve this PCA. When he attempts to do so, the permission
is denied.
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Wiork tems =

@ Process Change Authorization 110 * Fermissian Denied. ¥ou dont have o@ | 8w d
permission to perform the following
actions:
action/iProcessChangeAutharization

Surnrary; * Create Woark ltem Template for Requirements Collection Approval B | Approve j e
Loaded: Apr 28 201210010 A

LT ittt o) D w0 ,fj i S " el e e TV

When we log in as a user with the Change Control Board role, that user’s privileges allow her to
approve the PCA.

Once we have a set of Process Change Authorization records, we need to see the
comprehensive process change log. An easy way to make this visible to all team members it to
use a Process Change Log widget on the Dashboard.

Al Process Engineering Team Project (Change Management) Dashboards =

Process Engineering Team Project

General -~

Process Description :. Work tems (1)

This is the process used ta manage changes to the shared 5] 102 Assess Impact of Locked Down iWark ltem Types and
Enterptise software development process. Aftributes

Process Change Control = . . . .
4 |-—'q Process Engineering Team Project Queries

Blocked Work ltems (00
Recently modified (1)
Recently closed (0}

[2 Process Change Log (7)
n"ﬂ 110; Greate YWork ltem Template for Requirements Collection
Approval

n';fﬂ 106 Implement Automatic Generation of Compliance Repart
with Build

S 91 Add Authorization Task as a Work tem Type

] 93: Create Standard Release Motes Repott Template
El 849: Clean up PCAWark ltem Record Details

S 92 Create Reguirements Approval Wi Type

] 95: add Work Item Categories for Process Changes

T Project Events

LDl 0o g mdbe Wiim el Mg Tomprenn by $me Dm e ()l m b

Our process engineer’s Mini Dashboard is also configured to show the Process Change Log
query.



Pr vashboards

8 Mini DaSthard "‘_" i ™ |Managemeriy
= ~am Prg

Work Item Queries f
Adaption ltems (1)

Process Change Log (7) e

Prarass NEseErmynm s
i/ My Projects (3 2, f
&' My Proj ) ‘angestot
Requirements Management (/rm) (1) hide EiSS:
@ Process Engineering Team
Project (Requirements)
Quality Management (fgm) () hide

‘ou are not a memberof any nroiects In

Requireme)
an 0fCon~’.‘.
&

& Al Projects

Change and Configuration hide
Management (fccm) (2) k ltem Typ
@ JKE Enterprise Shared Process Report T
Project

@ Process Engjneering Team
MW ® Manage

When he selects the query from the Mini Dashboard he sees the details for the Process
Change Log.

iv Process Change Log PR A o
WML =) toev Par Page e 17017
Tvom W Simmary Owrmad [y Statuw trogasiod Klemund On) e How Ve Ak
A 1" e VY Ty ripra e Msgunmmer P o Azproved e Wirk hm Mol spicasie Weurk e el it with Regursmsnts
afeesion AQpoowal Tanglate Quakty Chedaastinsuoed (es memal By
‘wah 3be)
B 156 Implesant Aubmats Osnecston of Pate 5 Aztiovan Mol sgpieatie Budd eogiie contans an anllask o
elarce Fopart win Bura astomantally ponerate hie Lomghance repoet
or » o
A A futrarouAnn Task a5 2 Wioek bom Type Pate v Compaatad YAk tom Types Mot sgpicaaie AS e wark iem pa calld Athanzaton

Tash iz a diphcate of the Task Vi wikn
wmckans sgnabirs sdaed Br s peoved

A 3 muty Standend Rooaie Notes Fapont Pele 5 Apiroved  Reparts Not sppicatie Acdt repot terrglate 1 ganerate Hekazo
Tompine Nole: Yom RTC. See imemal Controd 12345

100 Stalts N ALEE B O Sl wrds

g e L Pate PCA WO e Typs Mot sgpicaaie A6 A Dates g el d Maneid Ok vale
aod new wake
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Changes

When the work is complete, the process engineer will mark the PCA as complete.
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Reviewing Process Change History

In this example, we review the ways that Team Concert exposes the information about changes to the
process configuration.

In the Eclipse client, we open the configuration of the JKE Enterprise Shared Process Project
and select the Process Configuration Source tab.

Right-click in the source file and on the context menu select Show History.

41 JKE Enterprise Shared Process Projeck 52

@ Project Area ~

JKE Enterprise Shared Process Project
|<?xml wersion="1.0" encoding="UTF-57 2>
<l-=
Copyright (c) 2007-2009 IBM Corporation. All rights reserwved.
Thi=s file is part of a process template created for use with the Jazz Process
Your use of the process template (and hence this file) is subject to the foll
-
<process-specification Xmlns="http://com. ibm. Ceam. process s

- <role-definitionss[]

& <project-configurations[]

<teaw—configurations

<permissions>
<role id="default'> Lnda Chrl-2
<operation id="com.ibm.team.workit Rewert: File
<action id="any"/> Save Chrl+5

</ operation:
<operation id="com.ibm.team.workit

Show In Alb+Shift+i b

<action id="anv"/> Shoillliion
</operation> Ut CEHlHH
<operation id="com.ibm.tesm. workit oy ChHH+C Eve
<action id="modify> Paste Chrl+y
<action id="any"/>
<factions Quick. Fix Chrl+1
<action id="create: Sh?& R
<action id="any"/> S L

</action> Preferences. ..

d| |

Overyiew |Links |Pr0cess Configuration lProcess Configuration Source] Access Control | ‘work Ikem Categories | Releases |

We see a list of the revisions made to the file with a time stamp and indication of who made the
change. We select multiple versions from the history, right-click and select Compare.

:0: Team Dashboard (E_jl ‘ork Tkems (ﬁ Team Advisar (@_1 History &4 s
KE Enterprise Shared Process Project process specification ?
L]

Revision Time
4124112 2:52:40 PM

Cpen File

4/ .
4/24/17 1:46:22 PM
42312 6:56: 11 PM
423112 6:56:11 PM

._JMWJ—I‘FW‘_\’\“—‘ 'h"\ . 'w ey ‘_(

Campare




We see the changes from one version to the other indicated in the two versions of the source
file. These changes are fairly cryptic because they are in the “vocabulary” of the XML structure
of the file. Also note that user and role information is not stored in the configuration source.

We can also view process and membership change events. On the Team Dashboard view, we
observe the membership and process change events reported from the Team Concert feed
service.

- = 3
8- Team Dashboard &3 171 ok Items} {85 Team .ﬁ.dvisarw Bl Histnrﬂ

¥ [y Open Work Ibems

F Event Log

¥ Team Load

» Build

w Process Change Events - Shared Proccess

[7&] Process specification changed: JKE Enterprise Shared Process Project Testerday
[7] Membership changed: JKE Enterprise Shared Process Project [Mar 31, 2012 11:26 AM

o
L
Team Area created: SEPG Mar 28, 2012 6:24 PM (

Common Properties changed: JKE Enterprise Shared Process Project Mar 28, 2012 5:32 P
Project Area created: Governed Process Project Area Mar 21, 2012 12:00 P

B @ =0 &5

¥ Process Change Events - Process Engineeting

S an e -‘—‘.-‘\{w \&{5’_" P e RPY T = — =Ty

The events will tell you that a change has been made, by whom and a date/time stamp. But the
details of what was changed are not exposed by the events.

Summary

In this article we examined the use of shared process configuration and a process change authorization
task to manage changes to the controlled part of the process configuration. We also looked at how Team
Concert exposes information on process changes that were made. While more detail of process
changes reported by RTC is highly desired, we are showing you what can be done now.

Here are some requests for enhancement to these capabilities on jazz.net:

Improved Templatization of Project Areas Across CLM

https://jazz.net/jazz/web/projects/Jazz%20Foundation#action=com.ibm.team.workitem.viewWorkltem&id

=199691&tab=links

Support "final" on a finer granularity than the configuration-data element for delta configuration

https://jazz.net/jazz/web/projects/Jazz%20Foundation#action=com.ibm.team.workitem.viewWorkltem&ite

mld= 7sTXOHh1EeGNGIYqvsTwKg

Allow user to control when changes to a process are "deployed".
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https://jazz.net/jazz/web/projects/Jazz%20Foundation
https://jazz.net/jazz/web/projects/Jazz%20Foundation
https://jazz.net/jazz/web/projects/Jazz%20Foundation
https://jazz.net/jazz/web/projects/Jazz%20Foundation
https://jazz.net/jazz/web/projects/Jazz%20Foundation
https://jazz.net/jazz/web/projects/Jazz%20Foundation

https://jazz.net/jazz/web/projects/Jazz%20Foundation#action=com.ibm.team.workitem.viewWorkltem&id
=139667

Make it easier to move/copy a process from test environment to real environment

https://jazz.net/jazz/web/projects/Jazz%20Foundation#action=com.ibm.team.workitem.viewW orkltem&id
=200389



https://jazz.net/jazz/web/projects/Jazz%20Foundation
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